REMARKS: 


Ed: 


Para. 5. of this memo 
suggests that we "brief" DDO/IMS 
and OS/ISSG on the.proposed use 
of contractors to maintain GAS 
and PAYROLL. The vurpose of 
the briefing, of course, will 
be to obtain their concurrence 
before we proceed. 


" Bruce Johnson 
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ion: BUILDING 257) EXTENSION 
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MEMORANDUM FOR: Ofrector cf Finance 


THROUGH: Wirector of Deta Processing /8/ BTJ 
FROW: Deputy vb pector for Apolieations, ODP 
SUBJECT s Approval te Use Conciractors te Bupport Software 


Maintene:ce For GAS anc bi-Weakly Payroll Systens 


RUPEREMCKES Memo te iba fm TG, dte & Jan 77, Bubjr 


ice 


Use of Contractor Personnet by ODT 


1. The subject of contgacting for seintenance support of off- 
of Pinance software cjglications has been raieed in past MAP 


meetings and it is ny vcerstandteg that your office adqrees to 


the 


use of fully cleaares and Leiefec coatract Personnel te work 


with prograss and files that Buspoert your office. [ am now agk- 


ing 


fce 
and 
for 
and 


Sought to ellow bsti; 
computer projects anc 3 ia 
cepacity, and fs conalive 


tke 


hig 


for your written 2::rewsl hefore bre¢eecing with such a plan. 


2. Puring the past foir nontha i@presontatives from the Off~ 
of Data Processing anc the Oftiee of Locistics neve developed 
agreed upon the techricsl detai)s of a rreposal to centract 
Proygranping support te seinmtain the ceneral Accountins {CAf) 
Hleweakly Peyroli (S2¥A0LL) Syatens. This Support is being 

4 CE GGbpaort £39 the OF Fice of Finance 
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3 
ier?) increage in software Cevelopment 
ge vital to dur contingad suprert ts 
Office of Finance. 


3. In the referenes:! we orancgum, attached, the DOC exrresse¢ 
eoncern over alicwin., ontractors to assist in the Frograr- 


ming of computer sygteus wiich contain nases of Agency personnel, 
apeeifically with reference to the saw personre] (PEFSIGN) sys- 


tom. 


We wmpect to cemply «ith the S36's reculrement by ensuring 


t 
Proper segurity sanscenane cf the Seatractors, ineludine prohi- 
biting thelr access te en’ ane all nases tn @1] files. while 


they 


will not have eccussu o« nemea, ft is likely that the can- 


tractors will become larilier with ths loocte and functional mani- 
fulations in both CAS aint FAYEORE ane, in time coule become 
knowledgeable about the f-creyts "eg yet ¢¢ wel) gs the intecra- 
tion and deinteagration orovcures. 9 co not bellave thie te be 
én unusual level of infor. sfon fer 31 clearad sontractoer to have 
éccess to, and believe it renpiies tth the Agency's "Ne ed@To- 
Fnow™ philosophy. 


pmes unclassified 
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MEMORANDUM FOR: Deputy Director for Administration 
THROUGH : Director of Personnel 
FROM : William W. Wells 
= Deputy Director for Operations 
SUBJECT : Use of Contractor Personnel by ODP 
REFERENCE : A. Memo to DDA fm D/DP, dtd 20 Dec 76, 


Same Subject 
— B. Memo to DDA fm D/OS, dtd 23 Nov 76, Subj: 


Potential Increase in the Security 
Vulnerabilities of Agency Computer Operations 


<1. The Directorate of Operations is strongly opposed to 


the use of contractor personnel by ODP for application develop- 
ment for PERSIGN II and other projects. 


2. At a time when this directorate is proceeding with 


programs to safeguard the operational security of its 

personnel, it is not appropriate to permit a further erosion 

of the integrity of our personnel data Systems. through exposure 
to outside personnel over whom we have questionable administrative 
control, It is recognized that these contractors will be given 
full background investigations and polygraph examination; 
nevertheless, as pointed out by the Director of Security, such 
dangers as lack of Agency loyalty, short-term affiliation, dual 
management and lack of commitment to a high security environment 
surely outweigh the problems of staff ceiling and time delay 
raised by the Director of Data Processing in his memorandum. 


we ay 


William W. Welis 


cc: D/pP 

D/Pers 

D/Sec | 
orig: 9n0/xs/\s) 5500 77 gg 25KIA 


Dist: Orig & 1 - addressee 1-CMS/MSB cs DNO/Reg 


1 - D/Pers 1-ADDO re Udo 
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